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1. INTRODUCTION

1.1. Overview
All special terms and definitions addressed in §1.5.2 apply from hereon.

1.1.1. Certificate Policy

This document sets forth the Certificate Policy (CP) addressing the provision of certificates by Forsakringskassan (SSIA),
the Swedish government’s Social Insurance Agency (hereafter SSIA) to Swedish government agencies, and for the life-
cycle management of those certificates. These certificates shall be issued from the ‘HW CA v4’ and ‘Sign CA v3’. This
policy is published under the authority of the EFOS Policy Authority, hence referred to as EFOS PA, whose executive
mandate is defined in the EFOS Policy Authority [EFOS PA charter].

For public-facing references, the English-language title (and associated abbreviation) of SSIA shall be used.

1.1.2. Certification Practice Statement

This policy may be referenced by any Certification Practice Statement (CPS) fulfilling the obligations herein. Specifically,
the SSIA Certification Practice Statement [SSIA CPS] fulfils all the obligations of this policy.

1.1.3. Scope of Applicability

This CP covers SSIA’s Public Key Infrastructure (SSIA PKI) which issues Certificates to SSIA subscribers (Swedish
government agencies). This CA does not issue EV certificate. Figure 1 offers a schematic representation of the SSIA PKI
and its relationship to its subscribers.
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Figure 1 - Scope and Domain of the SSIA PKI
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Figure 2 — Issuing CAs of the SSIA PKI

Certificates issued pursuant to this CP are intended for use solely within the Swedish government and its agencies, and
their contracted service providers (hereafter assumed to be included within any reference to the government or its
agencies), and there are no provisions within this CP for cross-certification or other forms of recognition or usage of
certificates issued under this CP by or with certificates issued by other governments, other CAs or under any other PKIs.
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Any use of or reference to this CP outside the purview of the SSIA PKI is therefore exercised completely at the using
party’s own risk. Parties’ outwith the scope of this CP shall not assert the OIDs listed in Section 1.2 of this CP in any
certificates they may issue.

This CP conforms to the Internet Engineering Task Force’s (IETF) RFC 3647, “Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practice Statement Framework” of 2003-11 [RFC3647] and in particular observes the
structure of §6 of [RFC3647], “Outline of a Set of Provisions”.

This CP also conforms to current version of the CA/Browser Forum’s “Baseline Requirements for the Issuance and
Management of

Publicly-Trusted Certificate” [CABF] (published at http://www.CABForum.org). In the event of any inconsistency
between this CP and those Guidelines, the latter shall take precedence. SSIA also conforms to ISO/IEC 27001.

This CP presents a single level of identity assurance, that implied by conformity with [CABF]. The CP covers the issuance
of these types of Certificate:

a) HW CA - Agency Client HW Certificates (having the purposes described in [CABF] §6.1.1 (1) );
b) HW CA - Agency Server HW Certificates (having the purposes described in [CABF] §6.1.1 (1) );
c¢) HW CA - Agency Encryption Certificates (having the purposes described in [CABF] §6.1.1 (2) ).
d) Sign CA - Agency Signing Certificates;
e) Sign CA - Agency S/mime Certificates;

1.2. Document name and identification

The OID for the Swedish Social Insurance Agency’s HW CA v4 (ssia-HWCA) is defined in the applicable CP as
{1.2.752.146.2.4} and the OID for the Swedish Social Insurance Agency’s Sign CA v3 (ssia-SignCA) is defined in the
applicable CP as {1.2.752.146.8.3}.

Ssia :={iso (1) member-body (2) sweden (752) swedish social insurance
agency (146) }

1.2.752.146
ssiaRootCA ={ssial.0}

1.2.752.146.0
ssia HWCA n={ssia2.2}

1.2.752.146.2.4

ssia SignCA ={ssia 8.3}

1.2.752.146.8.3

Policy OIDs addressed by this CP are:

ssia-HWclient ::={ssia- HWCAv4 100 }

1.2.752.146.2.4.100

ssia-HWserver ::={ ssia- HWCA 200}

1.2.752.146.2.4.200
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ssia-HWencrypt ::={ ssia- HWCA 300}

1.2.752.146.2.4.300

ssia-HW-EFS ::={ ssia- HWCA 400}

1.2.752.146.2.4.400

ssia-Signing ::= { ssia- Sign
ia-Signi { ssia- SignCA 100}

1.2.752.146.8.3.100

ssia-Signing s/mime ::= { ssia- SignCA 200}

1.2.752.146.8.3.200

In order to provide a discrete OID for this document and the corresponding CPS the following schema has been devised
to identify the current formal release of these documents, as follows:

Current Formal Release: Version x .y (.0

ssia- CP {ssia- cpvn-top cpvn-2nd }

ssia-HWCA - 1.2.752.146.2.4.x.y
ssia-SignCA - 1.2.752.146.8.3.x.y
ssia- CPS {ssia-CPS }

ssia-HWCA -1.2.752.146.2.4.x.y.1
ssia-SignCA - 1.2.752.146.8.3.x.y.1

These OID relationships are shown schematically in Figure 2, in context with other CAs falling under the authority of the
SSIA IMA.

This CP shall apply to any entity asserting any of the above-defined policy OIDs.

1.3. PKI Participants
This section describes the roles relevant to the administration and operation of the SSIA PKI.

1.3.1. Certification Authorities

1.3.1.1. EFOS PA
The EFOS PA shall report to SSIA IT Production Manager and shall be responsible for the following:

a) Management of initial drafting and subsequent amendments to the SSIA CP;

b) Review and approval of top-level versions of the SSIA CP, prior to them becoming operationally effective;

c¢) Commissioning of audits of the policy management and operations of the SSIA PKl so as to maintain the
certifications required by this CP; and

d) Taking action to ensure policy-related audit recommendations are implemented.

The EFOS PA shall be chaired by the SSIA Infrastructure Manager who shall be appointed by the SSIA IT Production
Manager. A complete description of EFOS PA roles and responsibilities are provided in [EFOS PA charter].
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1.3.1.2. EFOS Policy Working Group

The SSIA Policy Working Group (EFOS PWG or “Andringsrad”) is established to undertake developmental work and
analysis, as follows:

a) Identification and drafting of internally-originating proposals for changes to this CP;

b) Review of received proposals for changes to this CP;

c) Recommendations to the EFOS PA for approval or rejection (by the SSIA IMA) of any such changes; and

d) Compliance analysis and recommendations for approval (by the SSIA IMA) of [SSIA CPS] and any other CPS.

The EFOS PWG shall be chaired by the SSIA Infrastructure Manager.

1.3.1.3. SSIA Operational Authority

The SSIA Operational Authority (SSIA OA) shall be headed by the SSIA OA Manager who shall be appointed by and report
to the SSIA IT Production Manager. The SSIA OA is responsible for the operation of the CA. This includes:

a) Drafting, maintenance and submission for approval of the [SSIA CPS];

b) Maintaining the currency of certificates and CRLs recorded in the SSIA PKI Repository (SSIA PKl);

c) Performing back-ups and ensuring the readiness of all back-up facilities;

d) Ensuring the on-going availability of all CA services and facilities in accordance with [SSIA CPS]; and

e) Taking action to ensure that audit recommendations concerning operational practices are implemented.

1.3.1.4. SSIA Portal Administrator

Portal Administrators (SSIA PortAdmin) shall be individuals assigned to the Operational Authority having responsibility
for overseeing the proper operation of the SSIA CA including its configuration, the registration of Agency Administrators
(see §1.3.2) and the verification of requests for certificate issuance and revocation. They may be assigned Trusted Roles
as defined in §5.2.1.

The SSIA PortAdmins shall be appointed by and report to the SSIA OA Manager.

1.3.1.5. Root CA
Thereis a SSIA Root CA which issues the SSIA CA a certificate. Policy directives for this CA is in the scope of this document.

1.3.1.6. Intermediate CA

There shall be no Intermediate CAs.

1.3.1.7. Signing CA
This is the SSIA CA (see chapter 3.1.2, ‘SSIA SignCA’ and ‘SSIA HWCA’) that issues certs to its Subscribers.

1.3.1.8. Certificate Status Authority
This is within the SSIA CA. Certificate responses are provided using CRL/OCSP to provide certificate revocation status.

1.3.2. Registration authorities

Agency Server Administrators shall be individuals assigned to and appointed by their respective Agency Administrator
(see §1.3.3). They shall be responsible for creating and submitting certificate applications, solely within their specific
agency and in accordance with an Inter-Agency Agreement [IAA] which shall serve the purposes of a ‘Subscriber
Agreement’ and ‘Relying Party Agreement’ (see §9.17.1).

This function fulfils the ‘RA’ role and it is they to whom the term ‘RA” refers when used further in this CP.

1.3.3. Subscribers
Refer to §1.6 for the definitions of Subscriber and Subject specific to this CP.

Swedish government agencies are the SSIA PKl’s Subscribers and the entities within each agency to which certificates
are issued are its Subjects.

Each agency requiring the issuance of Certificates shall appoint an Agency Administrator, who shall be responsible for
the oversight of certificate issuance within their own agencies, in accordance with an Inter-Agency Agreement [IAA],
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and for the appointment of Agency Administrators (see §1.3.2). Agency Administrators shall be authorized according to
the procedure defined in [IAA].

Any stipulations in this CP affecting Subscribers shall also apply to Subjects unless the context or a specific statement
makes it clear that it is applicable only to the Subscriber.

1.3.3.1. Subjects

Entities within each agency to which Certificates are issued are the Subjects of those certificates. Subjects shall be
required to acknowledge the terms of [IAA].

Note - In some PKls no distinction is made between the terms Subscriber and Subject, which may be used synonymously
and interchangeably.

1.3.4. Relying Parties

Agencies participating within the SSIA-PKI and the customers of those agencies (e.g. any party having permissible access
to agency resources employing certificates issued according to this CP) shall be the Relying Parties recognized by the PKI
and shall use certificates according to the stipulations of [IAA].

Relying Parties shall be any persons or entities gaining access to Swedish government agency websites which have been
issued with a Certificate under the terms of this CP, by the SSIA CA.

1.3.5. Other Participants
1.3.5.1.  Auditors

The SSIA PKI will require the services of other security authorities, such as compliance auditors. Any CPS citing an OID
assigned to this document shall identify the parties responsible for providing such services, and the mechanisms used
to support them.

1.4. Certificate Usage

1.4.1. Appropriate Certificate Uses

Certificates issued under this CP may be used for the purposes design